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WORKPLACE CONTROLS

Platform
§ Controlled by System 

Admins or Facebook
§ Impacts all users on 

platform

Group
§ Controlled by users
§ Impacts members of group(s) 

where settings are enabled

User
§ Controlled by user
§ Impacts the user

PREFERENCES

§ Add Guidelines for Use
§ Access to Workplace
§ Group Creation
§ Document Upload

§ Group Type
§ Privacy
§ Membership Approval
§ Teams to Groups
§ Posting Permissions
§ Post Approval 

(Moderation)

§ News Feed
§ Notifications
§ Tagging
§ Language
§ Privacy
§ Following
§ Join/Leave Group



PLATFORM
CONTROLS



PLATFORM CONTROLS – GUIDELINES, ACCESS, GROUP CREATION

What It Does:
If link to Guidelines added, 
all users will be prompted to 
click through upon first login.

What It Does:
Controls which
employees and physicians 
have access.

What It Does:
§ Controls whether users 

can create groups
§ Controls creation of 

MCGs

Implications:
Can provide documentation of 
attestation if users click through and 
click “attest”.

Implications:
§ Anyone in company – Easy 

provisioning and higher adoption
§ Only people I choose – Control 

onboarding timing and employee 
type who can join

Implications:
§ If users create groups, they can 

create any type or privacy setting
§ More groups and content on the 

platform creates greater 
engagement 

§ May create greater moderator 
burden

§ No group creation allows greater 
control and less content but also 
lower engagement

§ No MCG allows System Admin to 
approve groups created with 
consultants, vendors



PLATFORM CONTROLS – DOCUMENT UPLOAD

What It Does:
§ Determines whether users can upload 

documents to the Workplace cloud. 
§ Allows users to share documents 

securely via Box link.

Implications:
§ Prevents users from uploading 

documents (Word, Excel, PPT, Excel, 
PDF, etc.). Does not impact media 
files (video, photo, audio) which will 
still be uploaded/downloaded.

§ Media files may contain PHI, PCI or PII 
that only a human moderator can 
detect.

§ Users will need Box account to share 
documents.

§ Links cannot be shared externally
§ Users can set permissions to prevent 

download.



GROUP CONTROLS



GROUP CONTROLS – GROUP TYPES

What It Does:
Lets user select 1 of 4 Group 
Types. Group Type indicates 
intent. Functionally, they are 
the same. 

Implications:
Group Type indicates intent. 
Functionally, they are the 
same. 



GROUP CONTROLS – PRIVACY

What It Does:
Users can set privacy –
§ Open = group visible in search 

results, content visible to all, 
membership open to all with 
no approval required—and 
two additional controls.

§ Closed = group visible in 
search results, content visible 
to members only, membership 
requires request and approval

§ Secret = group NOT visible in 
search results, content visible 
to members only, membership 
requires invitation and 
approval 

Implications:
§ Open – Content from all open 

groups shows up in News Feed; may 
create “noise” that users must opt 
out of

§ Closed – Admins may have to 
approve/deny approval to many 
users but does keep info to those 
with need to know

§ Secret – Members must be invited 
and users may mistakenly believe 
that content cannot be seen by 
System Admins.

§ NOTE: System Admins can see 
Secret groups, content and 
membership. Nothing is secret on 
platform as indicated in Guidelines.



GROUP CONTROLS – MANAGE GROUP SETTINGS

Manage Group Settings
Can adjust settings at any 
time.



GROUP CONTROLS – MANAGE GROUP SETTINGS

What It Does:
Users can change Group Type at any 
time.

Implications:
Can adjust purpose/intention of group 
as projects evolve.

What It Does:
Can use Description to share Group 
Guidelines and expectations.

Implications:
Groups can have their own rules for 
engagement—as long as they don’t 
contradict Guidelines for Use
Can use to inform members of settings, 
e.g. all posts must be approved.

Implications:
Can change privacy settings if content 
is ready to be shared with larger 
audience

What It Does:
Can change Privacy settings at any time.

What It Does:
Automatically adds directs of any 
manager to the group.

What It Does:
Determines who can post to the group—
all members OR just the Group Admin.

What It Does:
Controls who can add members to 
group—any member without Group 
Admin approval OR any member but 
only with 
Group Admin approval.

What It Does:
Determines if posts must be approved 
prior to appearing in group feed.

Implications:
If information is not ready to share 
broadly, controlling membership is 
imperative.

Implications:
§ Adding directs can ensure new 

hires/transfers are added to 
team/org groups.

§ Can also annoy if directs are added 
to groups they’re not interested in.

§ Directs, like any user, can opt to 
leave group

Implications:
Restricting who can post will limit 
engagement and Group Admin, 
Moderator must create all content

Implications:
Requiring post be moderated turns 
Group Admin, Moderator into 
bottleneck that can lower engagement.



GROUP CONTROLS – MANAGE OPEN GROUP SETTINGS

What It Does:
All is an Open group so anyone can 
join without approval.

What It Does:
Open Groups also have additional 
control—can allow anyone to post even 
if they are not a member.

Implications:
§ Since open to all, any user can post 

off-topic content that will be seen by 
all users.

§ Users can also add value to 
conversations without having to join 
yet another group.

Implications:
§ Maximizes engagement and 

eliminates Group Admin burden of 
approving membership

§ Users can join groups without waiting 
for approval and without worry of 
denial of membership request
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Workplace offers two levels of technical controls – Platform and Group

Control Description Platform Group
System Administrator System Administrators from the social CoE will have a global view and ability to 

add/remove users, groups, and content.

Access to Workplace System Administrators control who can be invited to the Workplace platform; existing users 
cannot invite new users to Workplace

Group Creation Global Configuration Setting.  Either ALL users are allowed to create groups and manage 
the group settings (group type, privacy, moderation, and post settings), or ONLY System 
Admins can create groups

Group Types If users are allowed to create groups), users can create 5 types of groups: Teams/Projects, 
Announcements, Social & More, Open Discussions, and Multi-Company Groups. Multi-
Company Group creation is restricted and must be approved by the System Administrator.

Group Privacy When creating a new group, users can select three privacy settings: Open, Closed or 
Secret.  These settings control visibility of the group, visibility of the group membership and 
access to postings (content).

Document Upload Uploading of documents will be restricted such that users cannot upload documents to 
Workplace’s cloud but can upload the documents to Box and share on Workplace. This 
control does not apply to media (photos and video), which users can continue to upload 
to Workplace.

Moderator Program The CoE will employ dedicated Community Manager/Moderators to monitor, review, 
escalate and remove content and users from the platform.  Individual Groups, the Shared 
Agenda, must also select Group Admins and Moderators.

[Non-Technical]
Guidelines+ Attestation

All users are required to review the Guidelines and complete an attestation prior to access 
to Workplace. Users who fail to complete the attestation will not be granted access.

[Non-Technical]
Escalation Process

The escalation process governs the review, escalation and resolution of issues related to 
problematic content.

WORKPLACE CONTROLS| Draft Recommended Platform + Group Controls



USER PREFERENCES



USER PREFERENCES – NEWS FEED

What It Does:
A digest of the latest content from all 
groups of which user is a member AND 
relevant open groups (based on 
algorithm).

Implications:
§ Users don’t need to navigate to all 

groups to see what’s new or trending
§ May create noise by adding content 

user is not interested in. 
§ Users can manage what’s in their feed 

via News Feed preferences and by 
limited the number of groups they 
join and the number of users and 
posts they follow.



PLATFORM-LEVEL CONTROLS

What It Does:
Users can customize their New Feed.

Implications:
§ Users don’t need to navigate to all 

groups to see what’s new or trending
§ May create noise by adding content 

user is not interested in. 
§ Users can manage what’s in their feed 

via News Feed preferences and by 
limited the number of groups they 
join and the number of users and 
posts they follow.



USER PREFERENCES – PROFILE PAGE

What It Does:
§ A largely-pre-populated profile that 

serves as a directory listing for 
users.

§ Pre-populated content:
§ About – Attributes populated via 

ActiveDirectory
§ Timeline content is populated via 

user’s post in groups across 
Workplace

Implications:
§ Helps users find colleagues, 

experts, contacts in a 
department/org.

§ Acts as a ”Facebook Page” for 
users, allowing users to post content 
directl  to Followers.

§ Allows users to Follow and be 
Followed—ideal for 
executives/leaders

§ Allows users to follow content posted 
by another user without joining 
groups

§ Content from Secret or Closed 
groups will only be viewable by those 
who are also part of these groups.



PLATFORM-LEVEL CONTROLS

What It Does:
§ Can manage who follows and who 

you follow.

Implications:
§ Can unfollow users you’re following to 

manage content in your feed.
§ Can find people to follow.
§ Following other users can make it 

easy to stay engaged and reduce 
need to create new content; simply 
respond to posted content when 
notified.



PLATFORM-LEVEL CONTROLS

Blah

What It Does:
Let’s users hide and rearrange portions 
of their profiles. 

Implications:
§ Content in hidden sections can still be 

seen in the News Feed and in groups 
because they were originally posted 
in the groups.

§ Followers who are not part of the 
user’s groups may not see the 
content.



USER PREFERENCES – SECURITY + LOGIN

What It Does:
When SSO not enabled, users 
can receive alerts about 
unrecognized logins.

Implications:
§ SSO integration manages 

passwords so users no longer see 
these options.

§ MFA will mandate that all users 
use multi-factor authentication.

What It Does:
Users can see where they’re 
currently logged in and can 
log out.

What It Does:
When SSO not enabled, users 
can change passwords.

What It Does:
When SSO not enabled, users 
can elect to use two-factor 
authentication.
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USER PREFERENCES - PRIVACY
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USER PREFERENCES – TIMELINE + TAGGING



25

USER PREFERENCES - LANGUAGE
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USER PREFERENCES - NOTIFICATIONS
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USER PREFERENCES - NOTIFICATIONS
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USER PREFERENCES – EMAIL NOTIFICATIONS

What It Does:
Users can manage 
notifications across all end
points.
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USER PREFERENCES - VIDEOS



APPENDIX
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Control Option 1 Decision Option 2 What this means

Grant access to 
Workplace

Only the Platform 
administrator can invite 
users to the platform

All users can invite others 
to the platform

System Admins control who can 
be invited to the Workplace 
platform; existing users cannot 
invite new users to Workplace.

Uploading 
Documents

Not allowed to upload 
documents to 
Workplace

Allowed to upload 
documents to 
Workplace

Users cannot upload 
documents to Workplace’s 
cloud but can upload the 
documents to Box and share on 
Workplace. 

Create Groups Only the Platform 
administrator can 
create new groups

All users can create new 
groups

Users are not allowed to create 
groups and must make a 
request to the Platform System 
Administrator to create groups.

Posting in Groups Group Administrators 
can only post 

All users can post Users are allowed to post in 
groups, upload images, etc. if 
they are a member of that 
particular group.

Manage 
Moderators Setting

Not Moderated Moderated Postings are reviewed by a 
Group administrator or 
designed moderator and must 
be approved for posting (e.g., 
available to be viewed)

Allow Commenting Do not allow any user to 
enter comments to a 
post

Allow users to comment
and poster/admin can 
change setting by post-
by-post basis

Users can provide comment by 
default.  Individual posting and 
group admin can chan e it to 
not allow comment

For Shared Agenda, all groups will be SECRET on one instance of Workplace.  Other default groups visible to 
Shared Agenda participants will be  Help.  The below are the control settings to be reviewed with 
Shared Agenda leadership:

SHARED AGENDA  | Draft Recommended Platform + Group Controls
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